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Interdisciplinary Research Project on Foreign Information Manipulation and Interference

RESONANT publishes new toolkit to help institutions detect and counter foreign
information manipulation

The EU-funded project RESONANT has published Deliverable D4.1, a practical toolkit that gives analysts,
security practitioners, and policymakers a common framework to detect, assess, and respond to Foreign
Information Manipulation and Interference (FIMI). The report is one of the most concrete outputs to date
of the project and a significant step toward a coordinated European response to disinformation threats.

Disinformation campaigns, coordinated inauthentic behaviour, and state-sponsored information
operations are becoming increasingly sophisticated. Yet institutions across the EU often struggle to
respond in a coherent, timely, and proportionate way — in part because there is no shared method to
move from detecting an incident to deciding what to do about it. D4.1 directly addresses this gap.

Developed by FORMIT, the project coordinator, the detection methodology at the core of D4.1 is built for
practitioners — not only for specialist investigators. It provides a step-by-step process to identify FIMI
incidents, evaluate the quality of evidence, measure the severity of impact, and assign each case to one
of three response tracks: monitor, mitigate, or escalate. The framework was stress-tested on real
documented cases — including a live round applied to a previously unanalysed FIMI incident.

Alongside the methodology, URJC — Universidad Rey Juan Carlos — led the development of a set of
concrete policy recommendations, drawing on a structured consultation process involving over 20
experts from across the EU: researchers, policymakers, legal specialists, and civil society representatives.
Their work translates the analytical framework into governance guidance: who should act, when, and how.

'Responding to FIMI requires more than awareness. It requires a shared framework that connects
what analysts find with what decision-makers can act on. D4.1 is that frameworR."

The deliverable builds on existing EU instruments — including the FIMI Toolbox and the Integrated
Political Crisis Response (IPCR) mechanism — and embeds rights safeguards throughout, ensuring that
responses to information threats remain proportionate and consistent with European democratic values.

D4.1 feeds directly into the next phases of the RESONANT project, including tabletop exercises and expert
policy discussions. Its findings will be consolidated in the final RESONANT Handbook, expected later in
the project lifecycle.

For further information, please refer to the website https://resonantproject.eu.

Project Coordinator Dissemination Manager

FORMIT University of Applied Sciences for Public Services in Bavaria
E-Mail: s.fontana@formit.org E-Mail: sven-eric.fikenscher@pol. hfoed.bayern.de

Funded by
the European Union



https://resonantproject.eu/
mailto:s.fontana@formit.org

