RESONANT completes first stakeholder validation workshop on FIMI and
information suppression targeting diaspora communities

The RESONANT project has completed the first stakeholder validation workshop
bringing together diaspora community members, journalists, media professionals,
law enforcement representatives, and security experts to validate the project's
operational Use Cases on Foreign Information Manipulation and Interference (FIMI)
and information suppression.

The consultation, coordinated by the University of Bologna, focused on three
operational Use Cases and aligned with the DISARM framework, a publicly available
open-source framework designed to analyse and map disinformation and
information manipulation operations across their different stages and tactics: UC1 -
Identification, focused on early-warning indicators and detection of manipulation
dynamics; UC2 - Investigation, addressing attribution challenges and hybrid
online/offline intimidation; and UC3 - Counteraction, examining response
strategies such as debunking, trusted messengers, and institutional interventions.

To ensure a context-sensitive and practice-oriented validation process, the
workshop was organised through three asynchronous focus groups involving 15
participants, including members of the RESONANT Stakeholder Board as well as
additional stakeholders with relevant expertise and lived experience. This
composition allowed the validation process to draw on both the project’s established
stakeholder network and broader external perspectives. Participants assessed the
realism, recognisability, adequacy, feasibility, and potential risks associated with
each Use Case.

More specifically, the analysis examined: whether the proposed scenarios and
indicators reflected observable real-world dynamics; whether the operational
workflows were feasible within institutional, journalistic, and community contexts;
whether the proposed indicators were sufficiently robust to distinguish coordinated
manipulation from organic political conflict or polarised debate; and whether the
proposed counteraction mechanisms could generate unintended ramifications,
including amplification, over-attribution, fragmentation, or chilling effects.

Regarding UC1 - Identification, participants consistently validated the importance
of early-warning mechanisms, while stressing that effective identification cannot rely
on isolated informational events or purely content-based indicators.
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Instead, stakeholders emphasised the importance of recognising cumulative
behavioural and infrastructural patterns, including synchronised ampilification,
narrative sequencing, cross-platform trajectories, and shifts in trust, withdrawal, or
self-censorship within targeted communities. In this respect, identification was
repeatedly framed as a contextual and relational process rather than a purely
technical detection activity. These findings also underline that FIMI and information
suppression are often experienced not simply as disinformation events, but as
broader environments of intimidation, reputational targeting, fragmentation, and
behavioural pressure. Participants across stakeholder groups described how these
dynamics may generate fear, self-censorship, reduced civic participation, and
contraction of trust networks within targeted communities.

Regarding UC2 - Investigation, the consultation strongly confirmed both the realism
and the operational necessity of the proposed framework. Participants highlighted
the asymmetry between the speed and scalability of coordinated manipulation
campaigns and the slower, resource-intensive nature of investigative verification.
Effective investigation was therefore described as requiring the reconstruction of
campaign architectures — including timing, amplification patterns, narrative
trajectories, and strategic objectives — rather than merely verifying isolated content.
Stakeholders also stressed the importance of accounting for practical limitations
linked to attribution challenges, institutional fragmentation, limited platform
transparency, and the vulnerability of communities exposed to intimidation or
transnational repression.

Regarding UC3 - Counteraction, participants consistently rejected purely technical
or censorship-oriented responses, instead framing effective counteraction as a
multi-layered ecosystem of interventions combining strategic communication,
community resilience, institutional coordination, and protection of targeted
individuals. Counteraction strategies were considered effective when grounded in
transparency, proportionality, contextual awareness, and trust-preserving measures,
rather than punitive or speech-restrictive approaches. Participants also highlighted
the importance of collaborative response infrastructures linking public authorities,
Jjournalists, researchers, civil society organisations, and diaspora communities.

Across all three Use Cases, participants underlined the importance of governance
safeguards and rights-sensitive approaches. Counter-FIMI measures may generate
unintended consequences if implemented without proportionality, transparency,
and contextual sensitivity. For this reason, independent journalism, community-
based monitoring initiatives, diaspora associations, and trusted local networks were
identified as essential components of sustainable counter-disinformation
ecosystems.

The workshop constitutes a key step in the iterative development of the RESONANT
methodology. Its findings will contribute to refining the operational scenarios ahead
of pilot implementation under WP4 and will inform the development of the
RESONANT Handbook on methodologies and policy recommendations for
addressing information suppression and FIMI.
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