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The breadth and depth of voluntary self-censorship
is sobering

An Interview with Rut Bermejo-Casado from UJRC

Rut Bermejo-Casado is an associate professor in Politics and Public Policies based
at the Universidad Juan Reyes Carlos in Spain. BayHfoD interviewed Rut about her
research, the challenges she has faced and the collaboration with other EU-
funded projects.

BayHfoD: Rut Bermejo, thanks for your time. You are based at University Rey Juan Carlos
(URJC) in Spain. Let us first talk about your work in RESONANT. What is your work about?

RB: | am Rut Bermejo-Casado, associate professor in Politics and Public Policies.
Within RESONANT our team at URJC coordinates Work Package 1, whose purpose
was to give the whole project a conceptual and empirical backbone. The team
therefore (i) fleshed-out a sound definition of information suppression inside the wider
FIMI universe, (ii) created the three-layer RESONANT Information Suppression Dataset
composed by RESONANT Information Literature Database, RESONANT Information
Suppression Incidents Database, RESONANT Inventory of Information Suppression
Risks and Threats and, with that empirical groundwork we (iii) led cross-country
fieldwork with six large diaspora communities.
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BayHfoD : What are the main objectives of your work?

RB: The concept of ‘information suppression” within the broader FIMI (Foreign
Information Manipulation and Interference) landscape has received limited theoretical
attention so far and remains loosely defined—often conflated with censorship or
treated as a residual category. This lack of conceptual clarity poses a challenge for
empirical research, as it impairs both the identification of relevant cases and the
development of actionable insights.

Against this backdrop, our Work Package pursues three intertwined objectives:
Conceptual consolidation - We aimed to advance a more precise and
operationalisable definition of information suppression by clarifying who the actors are
(state/non-state), when the suppression occurs (active vs. reactive), and how it is
carried out (Tactics, Techniques, and Procedures - TTPs). This step is essential to
move beyond generic uses of the term and enable comparative analysis across cases.
Evidence mapping - We systematically collected and coded cases of information
suppression, classifying them by type of act, online/offline environment, target(s),
risks, and geographic vectors. This mapping process populates the “incident layer”
(RESONANT Information Suppression Incidents Database) of the RESONANT
Information Suppression Dataset, allowing patterns and trends to emerge that would
otherwise remain invisible.
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RB: Risk modelling - We assessed how different forms of information suppression
translate into concrete risks and threats at three levels of analysis: macro (European
and national institutions), meso (diaspora and civil society actors), and micro
(individuals). This tiered approach set the groundwork for the behavioural analysis in
WP3 and informs the policy design efforts in WP5.

Together, these three objectives enable a robust, evidence-based understanding of
information suppression and its role within FIMI operations..

BayHfoD: Can you tell a bit more about your approach / methodology?

RB: Our work followed a mixed-method and sequential research design, combining
qualitative and quantitative strategies to ensure conceptual depth and empirical
robustness.

We began with a structured literature review, selecting and analysing 58 core
documents—including academic publications, institutional reports, and policy papers
—using NVivo software. We applied a hybrid coding strategy (top-down and bottom-
up) to identify definitions, types of incidents, information suppression techniques,
actors involved, and associated risks. This process allowed us to map the conceptual
terrain and detect recurring gaps or ambiguities in existing definitions of information
suppression.

. Funded by
wWWww.resonantproject.eu - the European Union



RESON/ NT

RESEARCH INSIGHTS
NO. 2

The breadth and depth of voluntary self-censorship +/°
is sobering

An Interview with Rut Bermejo-Casado from UJRC

RB: Next, we implemented a problem-centred interview technique to gather first-hand
insights from affected communities. We conducted 59 semi-structured interviews with
members of six different diasporas and with security and communication
professionals across several European countries. All interviews were carried out under
a pre-approved ethics protocol. The Problem-Centred Interview technique was
particularly useful in eliciting how individuals themselves define and experience
‘information suppression,” rather than imposing predefined categories.

To avoid single-source bias and improve the information and knowledge on IS
incidents, empirical triangulation was carried out. We cross-referenced our findings
with open-source intelligence repositories (e.g., AMITT), OSINT feeds, and legal
databases (such as EUR-Lex and national court databases). Each incident identified
through this triangulation process was placed on a timeline and linked to an actor
map, capturing both the sequence of events and the institutional/ecosystemic
context in which information suppression occurs.

This sequential approach—moving from literature and conceptual work, to field-based
qualitative evidence, to structured cross-validation—allowed us to construct a
detailed and dynamic typology of information suppression that can serve both
theoretical and policy purposes.
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BayHfoD: What kind of challenges have you faced during your research?

RB: Our research faced several intertwined challenges:

1. Lack of conceptual clarity - The concept of “information suppression” lacked a clear
and consistent definition in existing literature, often conflated with disinformation,
misinformation, or censorship. This forced us to carve out a distinct conceptual space
before we could even begin systematic data collection or typology-building.

2. Low awareness linked to that lack of conceptual clarity - Many participants,
particularly within diasporas, had not heard of “information suppression” as a term.
Extra care was needed to distinguish it from disinformation and to prompt relevant
examples during interviews, without biasing their responses.

3. Data scarcity and ephemerality - Many “information suppression” incidents—such
as algorithmic down-ranking or shadow banning—leave no visible or lasting trace.
Others occur in closed digital environments (e.g., private messaging apps), where
access is restricted and content is quickly deleted, making documentation and
verification especially difficult.

4. Ethics and security concerns - Diaspora interviewees were connected to
authoritarian regimes using information suppression, and in most of the cases other
harassment practices. Hence, they expressed concerns about surveillance or reprisals
affecting relatives in their country of origin. This required reinforced safeguards:
encryption or the use of pseudonyms. In some cases, these fears severely limited
access to certain communities.
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RB: 5. Interoperability limitations - We attempted to cross-reference our cases with
major incident taxonomies and repositories, such as DISARM and EUvsDisinfo.
However, their focus on disinformation payloads rather than visibility control meant
that only a handful of records overlapped; creating automatic concordance tables was
therefore impossible and remains a manual task.

BayHfoD: Did you also collaborate with partners from another EU projects and if yes,
can you tell a bit more about the objective and work of this collaboration?

RB: Our most intense “collaboration” has been an attempted one: as said, we set out to
corroborate every incident we registered against external threat taxonomies such as
the DISARM framework and the EUvsDisinfo incident feed. Technically that meant
mapping our ‘“information suppression” incidents and TTPs (pre-emptive de-
platforming, coercion-by-proxy) onto DISARM's ‘Tactics/Techniques" grid and
matching our incidents to EUvsDisinfo narrative clusters. The exercise quickly showed
the limits of horizontal reuse: both repositories catalogue message-level falsification,
whereas RESONANT tracks message-level erasure or throttling. Only in hybrid cases
—say, a state both floods social media with false claims and secretly scrubs dissident
posts— could the databases potentially intersect. The lesson is that Europe still lacks
an interoperable, suppression-specific registry, and that RESONANT's dataset can be
a first but major step in filling precisely that gap.
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RB: In addition, we have established fruitful exchanges with our sister projects, ARM
and De-conspirator. Workshop discussions have been especially productive, fostering
conceptual clarifications and possible synergies on threat typologies. We also
benefited from expert meetings and informal conversations with members of the
European External Action Service (EEAS), which have helped align our findings with
broader EU policy concerns and practitioner perspectives.

BayHfoD: What are your main research findings?

RB: Our work produced several key outcomes that address major gaps in the study of
‘information suppression” within FIMI dynamics:

A two-phase definition of ‘information suppression” that distinguishes it from
disinformation and censorship. We conceptualise “information suppression” as both
active blocking (preventing information from circulating) and reactive erasure
(removing or obscuring it post-circulation). This definition is now embedded in the
RESONANT glossary and underpins all project work.

As stated above, the RESONANT Information Suppression Dataset, which includes:
RESONANT Information Literature Database with 58 coded academic and grey
literature sources, covering conceptual definitions, case studies, and risk models.
These informed our analytical framework and supported triangulation of interview
data.
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RB: RESONANT Information Suppression Incidents Database which contains 91 verified,
geo-coded incidents. These cover seven tactic families and six jstates, and were
identified through a combination of desk research, open-source monitoring, and
interviews.

RESONANT inventory of Information Suppression Risks and Threats, that includes a risk
and threat typology that links “information suppression” incidents to impacts at:

o the macro level (e.g. erosion of democratic institutions),

o the meso level (diaspora cohesion and participation), and

o the micro level (individual well-being, including intimidation and algorithmic
invisibilisation).

And an analysis of how diaspora respond in a cross-diaspora patterns and contrasts
analysis:

o In some cases, diaspora members reported self-censorship to protect relatives
in their countries of origin.

o Others experienced direct harassment (e.g. troll-farm attacks), with less
concern about family-focused coercion. These variations suggest
differentiated vulnerability profiles that should inform policy responses.

The dataset was initially built through desk research. However, due to its clear
limitations, the 59 in-depth interviews with diaspora members and practitioners—
conducted under strict ethical protocols—were essential. These interviews helped fill
empirical gaps, revealed how ‘information suppression” operates across national
contexts, and informed all subsequent scientific and policy deliverables.
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BayHfoD: Last question: Was there anything surprising for you during your research?

RB: Two findings were truly eye-opening.

First, the breadth and depth of voluntary self-censorship. Interviewees provided first-
hand accounts of how fear leads to subtle but profound behavioural changes.
Academics reported they stopped ‘liking" certain posts, while parents discouraged
their children from speaking Farsi in public spaces. This widespread climate of caution
illustrates how information suppression operates not only through coercion, but also
through the anticipation of consequences.

Second, the silent power of algorithms. Several diaspora interviewees observed that
the reach of their Facebook pages had collapsed by over 9o% overnight, with no
explanation or formal takedown. This form of algorithmic invisibilisation represents an
‘invisible chokehold" —a type of suppression that traditional legal or media
frameworks struggle to capture. Mapping these non-event events —what disappears
without notice— has been the most surprising and, frankly, sobering part of our
research.
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