ENHANCING THE
UNDERSTANDING OF FIMI AND
INFORMATION SUPPRESSION

There exist different open-source tools that effectively support cybercrime specialists in identifying,
analysing, and countering FIMI activities:

Fact-checking-tools

Website credibility assessment
Bot detection

Image and video analysis

Geo IP verification

Phone number analysis

Social media analysis

A platform that evaluates news articles for credibility by analysing
The Factual engagement metrics, diversity of sources, and the neutrality of the
language used. It is effective for quickly assessing the
trustworthiness of news-related content

Aggregates fact-checking articles from various trusted sources,
Google Fact allowing users to search for verifications related to specific claims
Check Explorer | or topics, making it a valuable tool for debunking misinformation
across various subjects.

One of the first online fact-checking websites, Snopes is pivotal in
debunking urban legends, myths, rumors, and misinformation,
making it a comprehensive resource for validating the veracity of
widespread claims.

Shopes
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Truth or Fiction

This website provides fact-checking services by verifying the
accuracy of various claims circulating on the internet. It presents
findings as "true" or "false" and includes detailed articles explaining
the context and background of each claim, helping users
understand the origins and veracity of information.

A fact-checking website run by Agence France-Presse (AFP),
which investigates the accuracy of claims made in news articles,

AFP Fact Check | social media posts, and other forms of media. It offers a simple
"true" or "false" designation for each claim, along with detailed
articles explaining the rationale behind the verdict.

A fact-checking website that focuses on political claims in the
United States. It uses a "Truth-O-Meter" to rate the accuracy of

PolitiFact claims made by politicians, public figures, and advocacy groups,
ranging from "True" to "Pants on Fire." Each rating is supported by
an in-depth article that provides context and evidence.

This browser extension helps users identify fake news by providing

Eikbi :“‘Ifg‘lfsb context and verification for online content. It offers quick access to

InvVID i fact-checking resources and tools for analysing the authenticity of

images and videos, making it useful for journalists and researchers.

. Furided
wWww.resonantproject.eu - the Eusogean tnizn




