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1. RESONANT Motivation

Increasing use of the infrastructure of the internet for different purposes, 
professionally and personally (including different media and data formats).

Ongoing manipulation of the information environment through 
disinformation and other tactics by non-EU state and non-state actors. 

Lack of knowledge about such activities.

Numerous effects on social behavior (e.g., eliminate from the public debate specific 
voices or messages, spiral of silence); especially on diaspora communities.

Challenges for social media platforms and online service providers (e.g., protection 
of their platforms from such manipulation).



2. RESONANT Consortium
10 partners I 7 countries

Italy I Spain I Belgium I Ukraine I Germany I Greece I Czechia  



RESONANT Consortium

Multidisciplinary Research 
Cooperation
Integration of Social Sciences and 
Humanities (SSH) with Security and 
Technological applications

• FORMIT 
• AMO
• URJC
• VUB 
• KhNUIA
• UNIBO
• BayHfoD/CEPOLIS

• KEMEA
• HP
• MoIA
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RESONANT Objectives

General Objectives

• Create a better picture and understanding of non-EU state and non-state actors 
systematically applying information suppression

• Recommend ways, tools and methodologies to reduce the impact of their actions and the 
vulnerability of their target groups, as diaspora communities (Russia, Iran, China, Venezuela, 
Nicaragua, Turkey)

• Counteract and mitigate the phenomena



RESONANT Objectives

ANALYSE

Activities and incidents
• How FIMI and specifically 

information suppression 
worldwide was and is 
used by countries 
outside the EU in a 
systematic manner as 
part of their policies.

IDENTIFY

TTPs 
• Catalogue the tactics, 

techniques and procedures
(TTPs) belonged to 
information suppression.

Societal and behavioural
effects 
• How diaspora communities 

are being targeted by 
information suppression and 
how FIMI actors try to co-
opt them.

SUPPORT

Knowledge transfer
• Increase the knowledge of how to 

detect and analyse TTPs.

Policy recommendations
• Define policy recommendations for 

vulnerability reduction and 
information suppression, as well as 
target protection.

Handbook
• Realise a handbook including 

methodologies and policy 
recommendations.

UNDERSTAND

Protection
• How to protect human 

rights and freedoms from 
FIMI.



4. RESONANT Approach and Activities
Methodology: mapping of the FIMI incidents and interviews



Evidence Base research

Mapping of information suppression 
cases (incl. indicators, risks and threats) 
and defining a conceptual framework. 

Development of tools and use cases

Analysing tools for addressing and 
analysing TTPs and developing a 
compendium. Defining use cases.

Impact analysis

Analysis of the impact of information 
suppression on diaspora communities at 
a behavioural and societal level. 

Design a toolkit and policy 
recommendations

For identifying information suppression, 
protecting the targets, reducing 
vulnerability, and possible responses to 
information suppression. 
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Approach and 
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M19
June 2025

▪ Behavioural analysis on 
case studies on diaspora 
communities

M26
January 2026

▪ Methodological toolkit and 
policy recommendations

M34
September 2026

▪ RESONANT Handbook on 
information suppression 
and FIMI

M8
July 2024

▪ Database of FIMI cases 
and state of the art of 
tools for FIMI TTPs
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Email Website

Have a question?

Coordinator

Susanna Fontana

s.fontana@formit.org

https://resonantproject.eu/Dissemination Manager

Sandra Balbierz

sandra.Balbierz@pol.hfoed.bayern.de

https://resonantproject.eu/


Thank you!


