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Increasing use of the infrastructure of the internet for
different purposes, professionally and personally
(including different media and data formats).

Ongoing manipulation of the information environment
through disinformation and other tactics by non-EU state
and non-state actors. 

Lack of knowledge about such activities.

Numerous effects on social behavior (e.g., eliminate from
the public debate specific voices or messages, spiral of
silence).

Challenges for social media platforms and online service
providers (e.g., protection of their platforms from such
manipulation).

Background

Foreign Information Manipulation and Interference (FIMI) including
information suppression concern a series of threatening behaviours in
the information domain and represents a major challenge, in terms of
counteraction and the policy-making in this matter. Numerous FIMI
operations carried out by state and non-state actors aim to domestically
threaten fundamental rights and freedoms and could as well produce
threatening effects in the respective countries and beyond.

Challenges and Motivation



Objectives

ANALYSE activities and incidents and how FIMI and specifically
information suppression was and is used in a systematic manner. 

IDENTIFY tactics, techniques and procedures (TTPs) belonged to
information suppression and identify societal behavioural effects. 

UNDERSTAND how actors systematically apply information suppression
and how to protect human rights and freedoms from FIMI.

SUPPORT by increasing the knowledge of how to detect and analyse
TTPs and developing a handbook including methodologies and policy
recommendations.

Defining information
suppression and mapping
main practices and
threats

W P  1
Inventory of tactics,
techniques, and
procedures  (TTPs) used to
suppress information

W P  2
Social, behavioural, and
legal analysis of FIMIs

W P  3

The research is carried out in six work packages. 
Work Packages

Definition of
Methodological Tools
and Recommendations

W P  4
Dissemination,
Communication,
Sustainability and
Exploitation

W P  5
Project Management

W P  6
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RESONANT Consortium

RESONANT is a multidisciplinary Research Cooperation which
integrates Social Sciences and Humanities (SSH) expertise with Security
and Technological applications. The consortium comprises ten partners
from seven countries.

Association for International Affairs (AMO)
Center for Security Studies of the Ministry of Citizen Protection in
Greece (KEMEA)
Foundation for Research on the Migration and Integration of
Technologies (FORMIT) 
Hellenic Police (HP) 
Kharkiv National University of Internal Affairs (KhNUIA)
Ministry of Internal Affairs of Ukraine (MoIA) 
University for the Public Service of Bavaria (BayHfoD)
University of Bologna (UNIBO) 
Universidad Rey Juan Carlos (URJC)
Vrije Universiteit Brussel (VUB)


